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1. Introduction

1.1 The NHS Counter Fraud Authority (NHSCFA) is a new Special Health
Authority charged with the identification, investigation and prevention of fraud
within the NHS. It will lead the fight against fraud affecting the NHS and wider
health service and protect vital resources intended for patient care.

1.2  The purpose of this document is to help health organisations and health
professionals with the effective and safe management, storage, distribution
and usage of prescription forms, by recommending and outlining best
practice solutions to the various issues around prescriptions management.
The guidance has been developed to support all types of commissioners and
providers who are authorised to order prescription form stock.*

2. Who might find the guidance useful?

2.1  This guidance is intended for the following roles in all settings:

= prescribers of medicines (including contractors and locum staff)
= independent prescribers

= supplementary prescribers

= pharmacists and dispensing staff

= heads of medicines management

= staff who manage and administer prescription form stock

= controlled drugs accountable officers (CDAQOS)

= Local Counter Fraud Specialists (LCFSs) and

= those in charge of security at the organisation.

Prescriptions as blank cheques

2.2 Although we are not used to thinking about prescription forms in this way, a
prescription form should be considered an asset that has a financial value. It
is in effect a blank cheque open to potential misuse. Theft of prescription
forms and their resulting fraudulent misuse, potentially involving third parties,
is a serious concern, since ‘[a]ll financial loss in the NHS due to fraud diverts
precious resources from patient care, which negatively impacts its ability to
meet the health needs of the population’.?

! This would include NHS England, Primary Care Support England (PCSE), clinical commissioning
groups (CCGs), local authorities (LAs) and NHS hospital trusts.

2 NHS Counter Fraud Authority, ‘Leading the fight against NHS fraud: organisational strategy 2017-
2020.
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What do we mean by fraud?

The legal definition of fraud involves a dishonest act, when used in the context
of prescriptions, we take it to include (this list is not exhaustive):

= Forgery or counterfeiting a prescription form

= Making amendments to a legitimate prescription form by changing
guantities/dosages

= Impersonating an individual to collect their prescription

= Writing a prescription for ‘ghost’ patient

= Using a legitimate but stolen blank prescription form to obtain medicines
and controlled drugs (CDs).

How to manage prescriptions in

organisations

Receipt of delivery and storage

4.1

4.2

4.3

4.4

Xerox (UK) Ltd, the contracted secure printer for the NHS, prints the
prescription forms and securely delivers them to agreed delivery points as
identified by the ordering organisation. When arranging the deliveries with the
supplier, organisations should ensure that designated staff are there to
receive within a designated time-slot to enable same day follow-up of late
deliveries. This will allow for any discrepancies to be highlighted quickly.

Where possible and appropriate, the delivery should be requested on a
pallet’, which reduces the risk of smaller individual items being misrouted, lost
or stolen during transit. The receiving organisation should sign for the number
of pallets delivered.

Before the delivery driver leaves, a full check should be made against the
delivery manifest that the appropriate type of prescription form and the correct
number of boxes or pallets have been received. Given the time it takes to
carry out a full check, and that drivers may object to the length of time, it is
recommended that two people carry this out. Any discrepancies should be
noted on the driver’s delivery note, queried with the supplier and documented
in the organisation’s records.

It is important to record delivered and stored prescription stock. Two members
of staff should always be in attendance when a delivery arrives, one of whom

% A pallet is a portable platform for storing or moving goods that are stacked on it.
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should always remain with the delivery vehicle. The delivery should be
thoroughly checked against the order and delivery note and only be signed for
if the packaging is sealed and unbroken.

Once the delivery has been checked, the boxes should be examined and as
soon as practicable the serial numbers checked against the delivery note. Bar
coding is used on all FP10SS prescription boxes. The bar code includes: the
product code, quantity, box number, first and last serial number in the range.
Details of the delivery should be recorded electronically and/or using paper
records. The bar coding data can be easily scanned using an appropriate
device directly into a suitable application such as Excel. A ‘Bar Code Split’
template is available on the ‘help’ tag of the NHS forms ordering website for
registered users. This template should be used in conjunction with the ‘Bar
Code Communication’ also available on the ‘help’ tag. The blank template and
communication document can be forwarded to the smaller sites to use for
recording their prescriptions use.

If the forms do not arrive on the due date, within six working days from the
date of the order being placed, the intended recipient should notify the
suppliers of the missing prescription forms, so that enquiries can be made at
an early stage. Further details on how to respond to suspected theft of
prescription forms can be found in annexes B.

Deliveries of prescription form stock should be securely stored as soon as
practicable and treated as controlled stationery. They should not be left
unattended or unsupervised. As a minimum, prescription forms should be kept
in a locked cabinet within a lockable room or area.

How to order

4.8

4.9

Prescription forms can only be ordered through the company contracted for
this: Xerox (UK) Ltd.* Each organisation wishing to order forms will need to
nominate a non-prescribing, non-clinical individual to be registered with and
verified by the NHS print contract management team. Any changes in
nomination must be notified to the NHS print contract management team as
soon as practicable.’

Primary Care Support England (PCSE) have the responsibility for ordering
prescription forms for GPs and practice based non-medical prescribers, and
for the onward secure delivery of the forms to the respective GP practices.
The contact details for this service are pcse.enquiries@nhs.net or 0333 014

*The registration process is described in annex |.
® The contact details of the team can be found in annex J.
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2884. PCSE are also responsible for ordering FP10DT EPS Dispensing
Tokens for Pharmacy Contractors.

4.10 A hospital trust, wishing to have prescriptions dispensed by community
pharmacies, must ensure all users are registered with Xerox’s (UK) Ltd
ordering system prior to ordering any forms. This will require information like
identity of user and delivery, invoicing and access rights details. With the
commissioners’ permission, non-hospital and non-GP sites can order the
forms direct from Xerox (UK) Ltd and can have them delivered directly.

4.11 A commissioner of services will decide if they or the provider will order and
pay for the forms. Both commissioning and provider organisations are
responsible for ensuring prescription forms are held and managed according
to guidance.

Who can write prescriptions?
4.12 The following people can write NHS prescriptions®:

= general practitioners/doctors/GP locums

= hospital prescribers — can prescribe medication to be dispensed in
community pharmacies but this is usually in situations where the hospital
pharmacy department cannot supply the medicine or where the
prescription is a private one. Prescribers working in hospital outpatient
substance misuse clinics can also issue special instalment NHS
prescriptions

= dentists — can prescribe for their NHS patients

= nurse practitioners who have qualified as independent prescribers.
There are two groups of independent nurse prescribers: community
practitioner nurse prescribers who qualified under the original
arrangements for nurse prescribing and nurse independent prescribers
(formerly known as extended formulary nurse prescribers)

= pharmacist independent prescribers

= physiotherapist independent prescribers

= chiropodist/podiatrist independent prescribers

= optometrist independent prescribers

= therapeutic radiographer independent prescriber

= health visitors

= supplementary prescribers — this is a term that can be applied to specific
registered professionals: nurses, midwives, pharmacists,
physiotherapists, radiographers, chiropodists/podiatrists, dieticians and
optometrists who have completed an approved education programme

® It should be noted that only those who are providing services commissioned by NHS England, local
authorities and CCGs are entitled to access the NHS prescriptions system.
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and are annotated on the relevant register as a supplementary
prescriber. Nurses, physiotherapists and podiatrists can hold more than
one qualification — e.g. as a nurse independent prescriber and as a
supplementary prescriber. Supplementary prescribing involves working
to a Clinical Management Plan agreed with a doctor.

Checks required before issuing prescriptions

413

414

4.15

4.16

Initial prescription pads can only be issued to nurses after a copy of a Nursing
and Midwifery Council statement of entry has been received, showing ‘nurse
prescribing’ as a recorded entry on the professional register. A pharmacist
independent prescriber must be a registered pharmacist whose name is held
on the register of the General Pharmaceutical Council (GPhC)
(www.pharmacyreqgulation.org) with an annotation signifying that they have
successfully completed an education and training programme accredited by
the GPhC and are qualified as a pharmacist independent prescriber.

Similarly, a pharmacist supplementary prescriber must be a registered
pharmacist whose name is held on the register of the General Pharmaceutical
Council (www.pharmacyreqgulation.org) with an annotation signifying that they
have successfully completed an approved training programme for
supplementary prescribing.

Physiotherapists, radiographers and chiropodists/podiatrists who are
supplementary prescribers must be registered professionals with their name
held on the relevant part of the Health and Care Professions Council (HCPC)
membership register with an annotation signifying that they have successfully
completed an approved programme of training for supplementary prescribing.
An optometrist supplementary prescriber must be registered with the General
Optical Council with an annotation recorded in the register signifying that they
have successfully completed an approved training programme for
supplementary prescribing. Details of the approved training and registration
requirements for optometrist independent prescribers can be found online.’

Orders received by PSCE from GP practices should be checked against
prescribers’ current details and status and verified against the order. The
same should be done for orders received by the chief pharmacist in acute
trusts; forms should only be issued after the receipt of a requisition form
signed by an authorised signatory. All organisations should keep a full list of
all of the prescribers employed by them and the items they can prescribe.

! https://www.college-optometrists.org/cpd-and-cet/training-and-qualifications.html
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4.17 Below is a summary of the independent prescribers and the information that

the relevant professional body will need to confirm:

Role Professional body

Nurse practitioners Nursing and
(who have qualified Midwifery Council

Required annotations

NMC statement of entry on
the professional register.

as independent (NMC)

prescribers)

Pharmacist General Annotation in the GPhC

independent Pharmaceutical register confirming

prescriber Council (GPhC) qualification as pharmacist
independent prescriber.

Pharmacy General Annotation in the GPhC

supplementary Pharmaceutical register, confirming

prescriber Council (GPhC) successful completion of

approved training
programme for
supplementary prescribing.

Health and Care
Professions Council
(HCPC)

Physiotherapist;
radiographers;
chiropodist and
podiatrist
supplementary
prescribers;
occupational
therapists (under
certain conditions)

Annotation in the relevant
part of HCPC register,
confirming successful
completion of approved
training programme for
supplementary prescribing.

Optometrist
supplementary
prescriber

General Optical
Council

Annotation in the register,
confirming successful
completion of approved
training programme for
supplementary prescribing.

Prescription form stock control

4.18 Organisations should maintain clear and unambiguous records on prescription

stationery stock received and distributed. It would be preferable to use a
computer system to aid reconciliation and audit. The following information
should be recorded on a stock control system in organisations:

OFFICIAL

10



OFFICIAL

= what has been received, along with serial number data (the latter is now
in bar code format and features on each box of FP10SS forms)

= where items are being stored

= when prescription forms are issued to the authorised prescriber

= details of who issued the forms

= to whom prescription forms were issued, along with the serial numbers
of these forms

= the serial numbers of any unused prescription forms that have been
returned

= details of prescription forms that have been destroyed (these records
should be retained in accordance with local document and retention
policies).

Distribution and onward delivery

4.19

4.20

421

4.22

The container and vehicle in which prescription forms are transported by the
receiving organisation to the smaller sites/hubs should be sealed to prevent
access to the forms whilst in transit. A secure and lockable trolley should be
used to transport prescription forms from the store to the prescriber.

Items waiting to be collected should be stored securely and not left in a public
place or in areas where there is unsupervised access. When distributing
prescription forms to the ordering organisation, the driver or porter should sign
for the consignment. The practice manager or equivalent, or delegated staff,
should sign and use the practice stamp for forms received from porters and
other delivery staff, which should either indicate the serial numbers or allow
for these to be included by the prescriber. The key point is to ensure that there
is a record of the internal distribution of prescription pads. In the primary care
setting, if the delivery has not been scheduled, consideration should be given
to notifying the recipient when to expect delivery.

The distribution of prescription forms to prescribers is the responsibility of the
organisation. A record should be kept of the serial numbers of the prescription
forms, including where, when (date/time) and to whom the prescriptions have
been distributed. The serial number on the prescription forms is positioned at
the bottom of the form (see Figure 1 below). The first 10 numbers are the
serial number (these numbers run in sequence); the last (the 11th) character
is a check digit and does not run in sequence.

Stationery supplies for NHS prescribers are normally distributed in bulk. In
some hospitals, prescriptions are issued to clinics in bulk rather than to the
individual prescribers working there. In this scenario, the individuals
responsible for prescription forms at this level should ensure that only
authorised prescribers are given access to the forms. Before each distribution,
a review of current prescribers should be conducted by the organisation to

OFFICIAL
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avoid errors and to ensure that the master list detailing the names of
prescribers and the number of prescriptions required is accurate.

- mrmm W w we w
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...............
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--------------
.................

..........
...............
.....

..................

T

Figure 1: Prescription form with serial number and check digit highlighted

Destruction and disposal

4.23 New prescription forms should not be issued to prescribers who have left or
moved employment or who have been suspended from prescribing duties,
and all unused prescription forms relating to that prescriber should be
recovered and securely destroyed. The person responsible for the recovery
and destruction of forms should be in a position of suitable seniority. This will
require liaison within NHS England and subsequently NHS Business Services
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Authority Prescription Services (NHSBSA PS) to ensure the suppliers of the
forms are aware of prescriber changes. In the case of personalised forms,
suppliers will reject order details that do not match the data supplied by the
NHSBSA PS - for instance, if a GP has moved to another CCG area. In the
case of hospitals, including community and off site-clinics, the person
responsible for distributing prescription forms should regularly check the list of
authorised prescribers with the chief pharmacist, pharmacy department,
human resources or ward/departmental managers to ensure that records are
up to date.

Personalised forms which are no longer in use should be securely destroyed
(e.g. by shredding) before being put into confidential waste, with appropriate
records kept. The person who destroys the forms should make a record of the
serial number of the forms destroyed. Best practice would be to retain these
prescription forms for local auditing purposes for a short period prior to
destruction. The destruction of the forms should be witnessed by another
member of staff. Records of forms destroyed should be kept in accordance
with local record and retention policies.

How to manage prescriptions for

individual prescribers

Using prescription forms®

5.1

5.2

5.3

As a matter of best practice, prescribers should keep a record of the serial
numbers of prescription forms issued to them. The first and last serial
numbers of pads should be recorded. It is also good practice to record the
number of the first remaining prescription form in an in-use pad at the end of
the working day. This will help to identify any prescriptions lost or stolen
overnight.

To reduce the risk of misuse, blank prescriptions should never be pre-signed.
Where possible, all unused forms should be returned to stock at the end of the
session or day; they should not, for example, be left in patients’ notes.
Prescription forms are less likely to be stolen from (locked) secure cupboards.

Any completed prescriptions should be stored in a locked drawer/cupboard.
Patients, temporary staff and visitors should never be left alone with
prescription forms or allowed into secure areas where forms are stored.

® An indispensable tool for prescribers is the British National Formulary, which provides prescribers,
pharmacists and other healthcare professionals with sound up-to-date information about the use of
medicines. This can be found at http://www.bnf.org/bnf/index.htm.

OFFICIAL

13


http://www.bnf.org/bnf/index.htm

5.4

5.5

5.6

OFFICIAL

Completed prescription forms may be left at the GP practice if a repeat
prescription is requested by the patient and should not be accessible to
anyone other than authorised members of staff.

Doctors’, dentists’ and surgery stamps should be kept in a secure location
separate from prescription forms as it is more difficult to detect a stolen or
fraudulent prescription form that has been stamped with a genuine stamp. The
stamp pads should be secured to the same standard as prescription forms.
GP practices can obtain pre-personalised prescriptions from the printing
manufacturer and these should be used in preference over hand-stamped
FP10SS prescription forms wherever possible.

Prescriptions should be stamped at the time of dispensing with the pharmacy
stamp to reduce the risk of the prescription being presented at and re-
dispensed by a second pharmacy. A pharmacy stamp sometimes indicates
the date the prescription was dispensed as well as the name of the pharmacy.
This may help to identify by whom (i.e. by which pharmacy) and when (i.e. the
date) a prescription was dispensed.

Prescriptions also need to be endorsed by the pharmacist/technician at the
time of dispensing with what has been supplied — endorsing a prescription
states what was supplied — e.g. 100ml of liquid paracetamol. A stamped and
endorsed prescription is likely to raise more concerns at another pharmacy if
presented there.

Prescriptions for controlled drugs

5.7

5.8

Prescribers must comply with all the relevant legal requirements when writing
prescriptions for controlled drugs (CDs). This also applies to FP10MDA
prescription forms (single sheet and personalised padded forms), which are
used to order schedule 2 CDs and buprenorphine and diazepam for supply by
instalments for treatment of addiction. When the prescriber writes an
FP10MDA, the amount of the instalment to be dispensed and the interval
between each instalment must be specified.

Prescriptions requesting CDs must comply fully with the legal requirements
before any item is dispensed. Pharmacists can amend a CD prescription (for
schedule 2 or 3) where there are minor typographical errors, spelling mistakes
or where the total quantity of the CD or the number of dosage units is
specified in either words or figures but not both. Pharmacists will have to
exercise all due diligence and be satisfied on reasonable grounds that the
prescription is genuine and that they are supplying in accordance with the
instructions of the prescriber. The pharmacist will need to amend the
prescription in indelible ink and mark the prescription so that the amendment
is attributable to them. In all other cases where a CD prescription does not
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fully comply with the legal requirements, it should be returned to the prescriber
for amendment as appropriate. Pharmacists and dispensing staff should
guestion any discrepancies identified in the forms if they feel it is safe and
appropriate to challenge the presenting individuals. All staff and prescribers
should be aware of these requirements.

Private prescriptions for controlled drugs

5.9

5.10

5.11

5.12

The Misuse of Drugs (Amendment No. 3) Regulations 2006 introduced the
requirement for all private prescriptions containing schedule 2 and 3 CDs to
be issued on a standard form which includes the prescriber identification
number of the person issuing it, and for all such prescriptions (or copies of
them) to be submitted to the relevant NHS agency after the drug has been
supplied. However, the Misuse of Drugs and Misuse of Drugs (Safe Custody)
(Amendment) Regulations 2007 amended these regulations to require the
original private prescriptions for schedule 2 and 3 CDs to be submitted to the
relevant NHS agency from 1 September 2007.

Amendments to the Misuse of Drugs Regulations were laid before Parliament
on 30 March 2012 and came into force on 23 April 2012. The amendments
relate to nurse and pharmacist independent prescribing, and mixing of CDs.
These amendments were codified as The Misuse of Drugs (Amendment No.2)
(England, Wales and Scotland) Regulations 2012.

The private prescription form FP10PCD (single sheet and personalised
padded form) in England has been introduced for schedule 2 and 3 CDs and
is available to all private prescribers of CDs for prescriptions which are to be
dispensed by a community pharmacy only. The private CD prescription form
can be dispensed by a registered community pharmacy and must contain the
prescriber’s identification number. The regulations came into force in 2006,
and no other prescription forms are valid for a schedule 2 or 3 CD ordered
privately and issued by a prescriber in England on or after this date. Private
prescribers of CDs, Schedule 2, and 3 will order their prescription forms from
PCSE. PCSE will be responsible for the onward secure delivery or collection
of the forms. Therefore each private prescriber or their employing/hosting
organisation will need to ensure PCSE is aware that they issue private
prescriptions for schedule 2 and 3 CDs.

Prescribers who issue private prescriptions have been allocated a unique six-
digit prescriber code which is different from their NHS prescriber code.
Therefore, prescribers who operate in the NHS as well as privately have at
least two separate codes (one for private prescribing and one or more for
NHS). Some services, such as hospices, where prescribers share a
prescription pad, each prescriber must have their own individual private

OFFICIAL
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prescribers’ code which they can obtain from their local NHS England Area
Team. This code or pin must be used on the FP10PCD by the prescriber
completing the prescription form. There will be a slightly different requirement
for dentists as they will not be issued with individual codes as other
prescribers are. There will be one code for dentists within a
practice/prescribing area.

Pharmacists are required to submit their private prescriptions for schedule 2
and 3 CDs to the NHSBSA each month. This is so that the NHS can monitor
the prescribing and supply of CDs, whether within the NHS or privately.
CDAO:s in area teams monitors private prescribers’ use of schedule 2 and 3
CDs, using information from the NHSBSA and other information as
appropriate. This information should be forwarded to the appropriate NHS
England area team.

While an NHS prescription must be written or printed on an FP10 form, there
is no mandatory form for a private prescription. In the case of CDs however
the FP1OPCD form should be used. Private prescriptions should be written on
a sheet of the doctor's headed notepaper. However, a pharmacist can
dispense medicines (not including schedule 2 or 3 CDs) on a private
prescription written on any paper, provided that s/he is satisfied that the
document is genuine, the signatory is entitled to prescribe and the technical
requirements are satisfied. These written prescriptions should be treated with
the same security measures as NHS forms, as the same risks apply.

With regard to CDs, the NHS prescription form (FP10) now includes an
additional declaration for use when the patient or a person other than the
patient collects a schedule 2 or 3 CD from the community pharmacy. Any
person collecting CDs against a schedule 2 prescription (both NHS and
private) should be asked to provide evidence of their identity and to sign the
back of the prescription form. Any person collecting CDs against a schedule 3
prescription (both NHS and private) should be asked to sign the back of the
prescription form. Acceptable forms of identity are any photographic ID (e.g.
passport, photographic driver’s licence, national ID card) or, in the absence of
this, a debit/credit card and a utility bill or bank statement. All staff and
prescribers should be made aware of these requirements, to ensure that the
relevant checks are conducted.

Home visits

5.16

When making home visits, prescribers working in the community should take
suitable precautions to prevent the loss or theft of forms, such as ensuring
prescription pads are carried in a lockable carrying case and kept out of site
during home visits until they are needed. Prescribers on home visits should

OFFICIAL

16



5.17

OFFICIAL

also, before leaving the practice premises, record the serial numbers of any
prescription forms/pads they are carrying. Only a small number of prescription
forms should be taken on home visits — ideally between 6 and 10 — to
minimise the potential loss.

Prescribers of private CDs using the FP10PCD forms should exercise extra
caution as there is greater potential for misuse of these forms.

Storing prescription forms in vehicles

5.18

5.19

Storing prescription forms in vehicles whilst working in the community is not
without risk, as there have been reported incidents of community staff having
their vehicles broken into and prescription pads being stolen. In many of these
cases, staff were unable to advise how many prescriptions were lost, as they
had not made a note of serial numbers nor followed recommended advice to
limit the number of prescription forms being carried.

As previously advised, during home visits, community staff should take
precautions to keep their prescription forms out of sight when not in use. This
includes not leaving prescription forms on view in a vehicle. If they have to be
left in a vehicle, they should be stored in a locked compartment such as a car
boot and the vehicle should be fitted with an alarm. Prescriptions should never
be left in a vehicle overnight.

GP visits to care homes

5.20

Blank or signed prescription forms should never be left at care homes for GP
or locum visits as this provides opportunity for theft and means that the NHS
has failed in the role of protecting this asset. Neither should the care home’s
CD cupboard be used for storing prescription pads. Only the appropriate care
home staff should have access to the CD cupboard as part of their duties;
GPs have no automatic right of access to the CD cupboard and non-CD items
should not be stored in the CD cupboard. Each GP should carry his/her own
supply of prescription forms as a matter of course when making care home
visits. This also applies to locum GP visits to care homes.

Locums

5.21

It is the locum GP’s responsibility to use prescriptions on behalf of the senior
partner of each practice that they work for. Alternatively, they can take blank
FP10SS forms with them to write the medicine data and the relevant senior
partner’s code on the form. However, the locum GP’s details (at least name)
should be listed on the prescription, so that the name of the doctor matches
the signature.

OFFICIAL
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Surgeries should keep a record of prescription forms/pads issued to locums
and a record of the care homes where they will issue prescriptions. Locum
GPs should also keep a record of the prescription pads used and separate
records should be kept for each surgery using the format of the prescription
log sheet for handwritten prescriptions completed by locums.®

A&E and other multi-prescriber settings

5.23

In addition to the above section, which applies to a GP setting, extra
precautions need to be undertaken in areas where several prescribers might
be working and sharing a prescription pad, such as in A&E. These include, but
are not limited to:

= named individual/manager/responsible person with oversight of
prescription forms within the department/area

= standard operating procedure (SOP) in place for management and use
of prescription forms specific to the area/department

= keeping a record of prescription pad/s currently in use

= up to date record of permitted prescribers which holds their contact
information and details of where and when they work

= not leaving the prescription pads unsupervised in public/patient areas

= not leaving the prescription pads in patients’ notes

= ensuring that prescription pads are secure when not in use

Hospitals and hospices

5.24

5.25

In hospitals and hospices, prescribers commonly use a shared pad and
usually the prescriber code is specific to the site where several prescribers are
working rather than an individual. There is also the added potential for
difficulty in tracing the prescriber if the doctor is a locum and/or only works
intermittently — for example, at weekends. Hospitals should keep a record of
permitted prescribers which holds their contact information and details of
where and when they work.

In these settings other forms such as hospital discharge /in-patient forms
which are also used to prescribe medicines dispensed within hospital
pharmacies should also be closely monitored and controlled. These may differ
markedly from FP10s and could consist of a simple sheet of A4, so vigilance
is needed.

° A template prescription log sheet can be found in annex H.
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Out-of-hours service

5.26 Out-of-hours (OOH) centres follow a similar model to hospitals in as much as
the code that appears on the prescription isn’t specific to an individual, but
rather to a ‘site’ where several prescribers might be working.

Managing prescription form stock

5.27 Prescribers are responsible for the security of prescription forms once issued
to them, and should ensure they are securely locked away when not in use.
Where smaller amounts of prescription form stock is being centrally managed
for example by a manager for a small team of prescribers, managers should
ensure a process is in place to record relevant details in a stock control
system, preferably using a computer system to aid reconciliation and audit
trailing. The following information should be recorded on a stock control
system:

= date of delivery

= name of the person accepting delivery

= what has been received (quantity and serial numbers)
= where it is being stored

= when it was issued

= who issued the prescription forms

= to whom they were issued

= the number of prescriptions issued

= serial numbers of the prescriptions issued

= details of the prescriber

5.28 Records of serial numbers received and issued should be retained in
accordance with local retention policies. It is advisable to hold minimal stocks
of prescription stationery. This reduces the number of forms vulnerable to
theft, and helps to keep stocks up-to-date.
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Preventative security measures and

mitigation of risk

What organisations can do to prevent fraud, theft
and loss

6.1

6.2

Organisations should designate a member of staff to have overall
responsibility for overseeing the process as a whole — from ordering, receipt,
storage and transfer to access and overall security of prescription stationery.
This person needs to be of an appropriate grade/level of responsibility and
should be able to ensure appropriate security measures are implemented and
maintained. Arrangements should be made to have a ‘deputy’ or second point
of contact in place who can act on behalf of the designated person in their
absence.

In hospital trusts, the designated person may be the chief pharmacist. If this
responsibility is delegated, the designated person should work closely with the
chief pharmacist or head of medicines management as appropriate to ensure
the overall security of prescription forms. The general duties will remain the
same for all types of organisation. However, there are some duties that will
vary. For instance, within hospital trusts, the designated person should keep
an account of the prescriptions used by the hospital’s authorised prescribers
(doctors, pharmacists, midwives and nurses). All independent and
supplementary prescribers (including non-medical prescribers) should be
made known to the designated person. In addition, stock checks should be
undertaken on a regular basis — at least quarterly but more regularly if
possible. Wherever possible, there should be a separation of duties between
the ordering, receipt and checking of prescription forms.

Access and physical security

6.3

While security risks will vary depending on the building, environment and
other external factors, there are a number of general security considerations
which, if incorporated, can mitigate some threats. Organisations should
undertake a risk assessment to identify potential location specific threats.
Suitable physical security measures that address identified risks and are
supported by a strong pro-security culture among staff provide further
protection for prescription forms. Those responsible for security should be
consulted.
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6.4  There are a range of physical security measures that add further protection
alongside consistent and thorough policies and procedures, such as:

= CCTV

= alarms

= access control systems

= design features in the environment that adhere to Secured by Design
principles®

6.5  Other physical security measures that should be considered include (where
applicable) windows barred with metal security grilles and doors equipped
with appropriate security locks.

6.6  Access to the lockable room or area where prescription form stocks are kept
should be restricted to authorised individuals. Keys or access rights for any
secure area should be strictly controlled and a record made of keys issued or
an authorisation procedure implemented regarding access to a controlled
area, including details of those allowed access. This should allow a full audit
trail in the event of any incident.

Security of computer systems

6.7 Adequate storage and filing methods for prescription forms should be in place.
We advise that prescriptions are managed in an electronic system. Security
should be an integrated part of storage for single sheet prescription forms
(FP10SS/FP10MDASS) and prescription pads for hand written prescriptions,
and electronic alternatives have the potential to reduce the number of lost or
stolen forms.

6.8 It must be recognised that the single sheet forms are acceptable in
handwritten form, so it is not advisable to leave the forms in printer trays when
not in use or overnight.

6.9 There have been known cases of theft of blank prescription forms from printer
trays. Risk assessments should be undertaken regarding the placement of
printers for computerised prescribing. Where the printer is located, who has
access to the area, whether the area is shared with another service and levels
of surveillance should all be considered. If new printers are being installed for
computerised prescribing, or there is concern over existing printer security,
consideration should be given to fitting a security device to the printer to
prevent theft of forms from the printer tray, or placing the printer in a secure

1% Secured by Design is a police initiative to encourage the adoption of crime prevention measures at
the design stage. It aims to assist in reducing the opportunity for crime and the fear of crime and
creating a secure environment.
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part of the building, away from areas to which patients and the public have
access.™

6.10 Practices or prescribing clinics should clearly define which staff have access
to the system. Protocols should also define which individuals have access to
the functions that generate prescriptions. This should include the precautions
taken when these areas are shared with other services who do not have
legitimate access to prescription forms. All prescriptions should be removed
from printer trays and locked away when not in use or out of hours.

6.11 All staff with access to the computer system should have an individual
password. Passwords should only be known to the individuals concerned and
systems should prompt users to change them on a regular basis. Staff should
not share their passwords with their colleagues as prescribing information will
be attributed to the individual whose details are printed at the bottom of the
FP10 form. Each member of staff is liable for all medicines ordered in their
name.

6.12 Computer systems should have a screensaver facility so that access can be
denied or details prevented from being read from the screen when the user is
going to be away from the desk or workstation for a specified period. The
screensaver should be controlled by a password that is known only to the user
and the computer may only be unlocked when the password is re-entered.*?

Prescriptions posted in the mail

6.13 The preferred and safest options for patients to obtain a signed prescription
form from their prescriber are either face to face during the consultation or
collected on their behalf by a named representative at their nominated
pharmacy. Using any of these options reduces the opportunity for fraudulent
activity to occur involving a genuine prescription form. However, sometimes
none of these options are suitable to patients and some practices posts
signed prescription forms to patients at their home address.

6.14 Using the analogy that a blank prescription form is a cheque, this immediately
brings to mind the potential risks in the event that a posted signed prescription
form does not reach the legitimate recipient. A signed prescription form from a
legitimate prescriber with all the relevant practice information carries even
greater risks for fraudulent activity in the wrong hands. The risks are greater if
the prescription from is for CDs, therefore it is recommended that these types

! There are a number of secure, lockable printers available on the market.

12 Users of Window based computers will find that they can lock their screens in one of two simple
ways: holding down the CTRL, ALT and DELETE keys and then press ENTER; or while holding the
Windows key (second from left, bottom row of keyboard) press L on keyboard.
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of prescription forms are not posted and alternative arrangements are made to
ensure the patient receives the medication. This can include arrangements
with the patient’s local pharmacy service.

When a practice posts prescriptions to patients using the mail service, it’s vital
that this option is used only in exceptional circumstances following a risk
assessment. This should include a process with established checks, to ensure
as far as possible that the prescriptions actually reach the intended recipients.
Therefore if signed prescription forms are sent in the post to patients, a
number of precautions should be taken to ensure it is delivered and dispensed
to the legitimate patient. These may include, but are not limited to:

= checking that the patient address is up to date
= considering if there are known individuals at the patient address with
substance misuse issues

Keeping records of the date the prescription form was posted, name and
address of recipient, expected delivery date and items
prescribed/dosages/amounts. This may include, but is not limited to:

= discreet information on external envelope/packing so that the item is not
easily identified

= return address if the item cannot be delivered

= using a postal service with tracking information

= getting the item signed for at point of delivery to ensure it can be traced
in the event it has not been received by the intended recipient.

= reconciliation checks to ensure that the patient did receive the
prescription form

= escalation and reporting actions for staff in the event the patient reports
non receipt of the prescription form

These precautions should be included in any relevant SOP or policy and
audits undertaken to ensure it is adhered to.

Duplicate and spoiled prescriptions

6.18

If a duplicate prescription is accidentally sent to or collected by the pharmacy,
practice, or hospital, it should be securely destroyed or returned to the
prescriber as soon as possible. If an error is made in a prescription, best
practice is for the prescriber to do one of the following:

= put a line through the script and write ‘spoiled’ on the form

= cross out the error, initial and date the error, then write the
correct information

= destroy the form and start writing a new prescription
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6.19 There may be reasons for a prescription to be deemed spoilt other than error.
Rather than just destroying or returning these forms, best practice is to retain
them securely for local auditing purposes for a short period before destruction.

6.20 Annexes D and E include suggested instructions for completing prescription
form registers based on best practice.

Audit trails

6.21 Monitoring and tracking of forms has been made easier through the
introduction of bar codes with serial number data on the boxes containing the
FP10SS prescription forms. There should be an audit trail for prescription
forms so that organisations know which serial numbered forms they have
received and which have been issued to each prescriber. If a prescriber
leaves the organisation, systems should be in place to recover all unused
prescription forms on the last day of their employment or on the notification of
their death. All unused or obsolete prescription forms should be returned to
the responsible organisation to be destroyed in a secure manner and the
organisation’s computer software amended so that no further prescriptions
can be issued bearing the details of the prescriber in question. The NHSBSA
PS must also be advised of the changes using the appropriate forms available
from www.nhsbsa.nhs.uk/PrescriptionServices/3879.aspx.

6.22 All systems should be auditable and allow the ‘history’ of a prescription to be
traced from receipt of the blank form to when it is prescribed. All organisations
should establish procedures for those who may view the audit trail on behalf
of prescribers.

Missing or lost prescription forms

6.23 If there are any irregularities at delivery stage, the delivery driver should be
asked to remain on site if possible whilst the supplier is contacted to check the
details of the delivery. It is recommended that at least two members of staff
are available to check deliveries. If missing forms cannot be accounted for
then the matter should be escalated and reported. Any irregularities identified
with prescription form stock during regular work activity or stock checks
should also be escalated in the event that it cannot be resolved by other
means.

Prescriptions lost by patient

6.24 Organisations should have in place an SOP or policy in the event that a
patient reports a lost prescription form. These incidents should be recorded in
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the organisation’s incident reporting system. Before a replacement
prescription is provided, a risk assessment should be undertaken to ensure,
that the reported loss is genuine and not an attempt to commit prescription
fraud. If the lost prescription form was for CDs, the CDAO should be informed
and extra precautions taken to ensure the medication is dispensed to the
intended recipient without incident.

As this prescription is likely to be signed by an authorised signatory with all
the relevant practice data, the loss should be treated like all other prescription
losses and local escalation and reporting procedures followed.

Verifying prescriptions

6.26

6.27

Pharmacists in particular should be alert to the possibility of forged and stolen
prescriptions being presented in order to obtain medicines. Pharmacists
should try to verify all prescriptions for medicines liable to misuse, not only for
CDs. Unusual or expensive items and large doses or quantities should always
be checked with the prescriber to ensure that the prescription is genuine. This
includes making call-backs on all phoned-in emergency prescriptions and
checking doctors’ names and phone numbers. Pharmacists should also keep
a file of doctors in their local area, with contact information and sample
signatures. If a prescription form is suspected of having been stolen, he
matter should be reported immediately (see annex B). However, under no
circumstances should staff compromise their safety. *3

It is best practice for organisations to keep a list of all of the authorised
prescribers employed by them and the items they can prescribe. It is good
practice for the employing or contracting authority to keep a copy of the
prescriber’s signature and for independent GPs to be prepared to provide
specimen signatures to pharmacists, so that if there is any doubt about the
authenticity of a prescription which cannot be checked at the time with the
prescriber, then at least the signature can be checked. Community
pharmacies should also have a file of non-medical prescribers working in the
community.

Forged prescriptions

6.28

Pharmacists and dispensing doctors should be vigilant in scrutinising
prescriptions for any signs of alteration not authorised (i.e. initialled and dated)

'3 An additional resource is the pharmaceutical penalty charge, which places an obligation on
pharmacists to request evidence of entittement from those claiming exemption from prescription
charges. If the patient is unable to supply such evidence, pharmacists are asked to mark the relevant
forms as ‘evidence not seen’ so that the forms can be targeted in post dispensing checks. Details can
be found at https://www.nhsbsa.nhs.uk/nhs-penalty-charges .
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by the prescriber. If corrections on a prescription form have not been initialled
and dated, pharmacists should try to contact the prescriber to verify the
changes. If they are unable to do this, the concern should be reported to the
organisation’s LCFS or nominated anti-fraud specialist, or on the NHS Fraud
and Corruption Reporting Line 0800 028 4060 or online at
https://cfa.nhs.uk/reportfraud

Further guidance on forged prescriptions is available from the GPhC at
www.pharmacyregulation.org.

Reporting NHS prescription forms incidents

6.30

6.31

6.32

6.33

It is important that there are effective processes in place for staff to report
incidents involving prescription forms and these processes are documented
within a SOP or policy and widely communicated to staff. Incidents involving
fraud, theft and loss of prescription forms should all be reported using the
organisation’s incident reporting system, which would include reporting to
PCSE as required. Staff should be supported and encouraged to report and
be assured that the incident will be investigated and appropriate action taken.

In reporting NHS prescription form incidents to the NHSCFA, it is important to
include as much essential information as possible, including: where you work,
your contact details (if you’re reporting), date/time of incident, as much detail
as possible regarding place where incident occurred, type of prescription
stationery, serial numbers, quantity and details of the nominated counter fraud
specialist to whom the incident has been reported, details of prescriber
(doctor, nurse etc) from whom prescription forms have been stolen/lost. Has
the police been notified? Has an alert been issued to other local pharmacies
or GP surgeries?

The two easy ways to report fraud to the NHSCFA is through the NHS Fraud
and Corruption Reporting Line 0800 028 4060 or online at:
https://cfa.nhs.uk/reportfraud. Information on how to do this is set out below.

To start an online fraud referral click the blue button at the bottom of the
screen once you have read the webpage.
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4
Department m

of Health & Counter Fraud Authority
Social Care

M Online Report

Confidentiality

Find out more about reporting in

confidence This facility is for concerns you may have abeut fraud (including bribery, corruption or wider econemic crime) in the Department of

Health and Social Care and mdernealtn_gmup

How to report fraud

Find out more about how to report
fraud to NHS Counter Fraud Authority

NHS Counter Fraud Authority (NHSCFA) deals with information where the Department of Health, NHS or wider health group can be
identified as the victim i.e. when a suspected fraud may have led to the loss of health service funds. If you think that the victim is not
the Department of Health and Social Care, NHS or wider health group it may help you to refer to the useful links area to look at

start a new report other options for reporting your concerms.

Complete and submit your fraud report
online = You will be guided through a series of questions, which have been designed to make sure you have the opportunity to

tell us all you know and help us deal with your information efficiently

How will your information be = Ifthere is anything you don't understand or you need help, please click on the @ icon.

used?
= You will have an opportunity to provide a full account of your concems, in your own words.
Find out how your information will be PP ty to pi Y y

used = You will be able to attach up to 6 documents (in most file formats) to your report.

= If you remain inactive for more than 30 minutes, the session will expire and anything you have added will be

Getting feedback on your report Jost.

Find out about our feedback policy

m  You can cut and paste information you hold in other places into your report, so if the report is complex you may wish to
Useful links prepare it elsewnere first
Find useful information if your fraud

does not concern Department of
Health and Social Care. NHS and

wider health group Start New Report Update Previous Visit NHSCFA website

Report

Department of Health and Secial
Care & wider health group

Find out about reporting fraud and
corruption with the Department of
Health and Social Care, their agencies

6.34 Follow the instructions on the screen. As you progress through the report you
will be asked ‘how you would like to report’ the fraud. This will control how
your information will be recorded when you make a referral. You can hover
over each of the buttons for a description of what the buttons mean. If you
chose anonymous and do not provide the information that the NHSCFA
requires to progress the report we will be unable to take further action.

Please choose how you would like to report:

Al information you provide is held in confidence. You do not have to provide your name and contact details but it is helpful if
you do because it may be harder to investigate your concerns if we cannot check details or ask follow up questions.

Your personal information will always be held confidentially. Please consider the following options to tell us how you would
like us to deal with your personal details.

Hover over each of the options below for a full description of the reporting type.

Information & contact details - LINKED

Information & contact details - SEPARATED

Mo contact details provided - ANONYMOUS

6.35 The next screen will walk you through the different types of NHS fraud and
enable you to choose which type your report falls under. Prescriptions are
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categorised under NHS Patient. Patient frauds linked to pharmacies can be
found near the top of the list.

Is the matter you want to report about an NHS PATIENT issue?

Select "Yes' if the information is about a person(s) obtaining treatment, medication, prescription or other services from the
NHS. They may be a patient from within the UK or from overseas and may be receiving or seeking to obtain medical, dental,

optical or pharmacy services.

Yes

No

Please select from the following options:

Patients

Your information is about someone who is an NHS patient or service user.

Patient charge evasion
Your information is about someone who is evading payment of NHS patient charges (for example prescription
charges or dental treatment chargas).

Misuse of NHS prescription forms
Your information is about prescription forms which have been stolen, altered, forged or used by someong who is not
the patient named on the prescription.

Misuse of NHS services or drugs
Your information is about someone who is not using NHS services or medication appropriately (for example, they
may have lied about their symptoms or their identity in order to get medication for their own use or to sell).

Travel costs
Your information is about someone who is getting money from the NHS to cover the cost of travelling to hospital, but
is not entitled to this money.

Patient registration
Your information is about someone who has used false information in order o register for NHS services. If the
person is not a UK resident please choose the "Overseas Patients” category.

6.36 Continue following through the questions. You will be asked to provide
information concerning the patient, if applicable. It is particularly helpful to add
a date of birth, NHS Number or an address. This helps us to uniquely identify
the patient for checking if intelligence already exists on the patient.

6.37

The final part of this process is to actually write down what has happened. It is
particularly important to let us know if you have reported it to the police and if
you were provided with a crime reference number.
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* What are you reporting?

e.g. What sort of fraud 1s taking place? How are the people or organisations involved? Details of any specific incidents.

The patient attended the pharmacy with an altered prescription. | contacted the GP surgery and they reported that for
prescription was for 28 tablets and not 56. The issue was reported to the pelice and | was provided with the crime
reference number 123-456-789.

In the event of a fraud, loss or suspected theft of prescription form stock, the
prescriber or staff member should notify the designated person with overall
responsibility for prescription forms at the organisation, the CDAO if applicable
and the police as required. The organisation’s nominated LCFS should be
notified if a fraud has occurred.

A forged or fraudulent prescription can be a genuine prescriptions form which:

* has been stolen

= has been altered by someone other than an authorised prescriber (for
example to increase the quantity or dose, or to add additional items)

* js not signed by an authorised prescriber (in error rather than as part of
an attempt at fraud)

The Controlled Drugs (Supervision of Management and Use) Regulations
2013 (the 2013 Regulations) set out the requirements for health care
providers assigned with ‘designated body’ status to appoint a CDAO, who is
responsible for all aspects of the safe and secure management and use of
CDs in their organisation. The NHS Commissioning Board (NHSCB)** CDAOs
are responsible for establishing CD Local Intelligence Networks (CDLINS) in
the commissioning board for information sharing with NHS and other
agencies. Prescription form losses should be shared with the CDLIN.
Therefore it is important for the LCFS or nominated equivalent to establish a
good working relationship with the CDAO and to participate in the CDLIN
meetings.

CCGs and LAs are not required to appoint a CDAO as they are
commissioners of services, however under Regulation 6 of the 2013
Regulations they are obliged to co-operate with the lead NHSCB CDAO.
Organisations that are not required to have a CDAO should report CD

“When referring to Regulations, the name of the legal entity (NHSCB) should be used, not the brand
name, NHS England.
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concerns to the lead CDAO of their area team, whose contact details can be
found on the CDAO register on CQC's website. '

The prescriber whose stock has gone missing should be instructed to write
and sign all newly issued prescription forms in a particular colour for a period
of two months. The organisation should inform all pharmacies in the area and
adjacent CCGs of the name and address of the prescriber concerned, the
approximate number of prescription forms missing or stolen, serial numbers (if
known) and the period for which the prescriber will write in a specific colour.

It should also be noted if any of the missing prescription forms are the private
CD prescription FP10PCD forms. Pharmacies should also have a strategy in
place to ensure that all their pharmacists and locum staff are notified of the
situation. The actions for organisations and their staff to take in the event of
lost, stolen or missing forms are outlined further in Annex C.

Alerts

6.44

6.45

6.46

Depending on the circumstances, the organisation may consider circulating a
regional or local alert about the incident involving the security of prescription
forms. Organisations should nominate one individual whose responsibility it is
to receive and cascade alerts to all staff. Consideration should be given to
how information will be shared between organisations and local pharmacies. It
is the responsibility of the organisation to ensure alerts are circulated to all
relevant staff, so appropriate and immediate action can be taken to reduce the
organisation’s exposure to the risk or threat.

It is also important that organisations inform all pharmacies in their area and
adjacent NHS England area teams and PCSE as relevant, of the name and
address of the prescriber concerned, the approximate number of prescription
forms stolen and the period within which the prescriber will write in a specific
colour. This will normally be put in writing within 24 hours with the exception of
weekends.

In the hospital setting, the entire staff of the pharmacy department should be
made aware of the alert. The LCFS should consider sharing with relevant
parties in their locality. If an alert is sent out (where applicable) the
organisation’s LCFS must be included on the distribution list. The LCFS
should be notified to ensure that necessary information is shared within the
organisation and neighbouring ones to help detect the use of missing or stolen
forms.

'* For more info on CDAOs and the process for notifying the CQC please see link:
http://www.cgc.org.uk/organisations-weulate/special-reviews-and-inspection-programmes/controlled-

drugs/controlled-drug

OFFICIAL

30


http://www.cqc.org.uk/organisations-weulate/special-reviews-and-inspection-programmes/controlled-drugs/controlled-drug
http://www.cqc.org.uk/organisations-weulate/special-reviews-and-inspection-programmes/controlled-drugs/controlled-drug

OFFICIAL

6.47 Staff may also report any concerns about fraud to the confidential NHS Fraud
and Corruption Reporting Line on 0800 028 4060 or online at
https://cfa.nhs.uk/reportfraud.
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Investigation and sanctions

Investigations

7.1

7.2

7.3

7.4

7.5

7.6

The level of investigation of fraudulent activity involving missing, lost or stolen
prescription forms will depend on the nature of the incident. However,
organisations must ensure that effective arrangements have been put in place
to ensure that incidents and risks are reported and dealt with appropriately.

If there is a discrepancy in the prescription forms ordered and received, the
supplier should be contacted in order to establish whether this is due to an
error in the supply chain.

If the discrepancy is not due to a supply chain error and it is established that
forms are missing/lost and/or there is suspected or actual fraud or theft,
immediate contact should be made with the designated individual, CDAO,
LCFS and police. Annex C gives a more detailed breakdown of the types of
incident involving prescription forms and the actions staff should take in
response.

Under the Controlled Drugs (Supervision of Management and Use)
Regulations 2013, the CDAO has responsibility for investigating concerns and
incidents relating to CDs. Additionally, NHS England CDAOs must ensure that
their contractors, such as GP practices and pharmacies, have appropriate
arrangements in place for such investigations.

Under the regulations, the CDAO can conduct an investigation into an incident
themselves or submit a request for another officer, team or responsible body
to undertake the investigation. If it is determined (where applicable) that the
LCFS should take forward the investigation, they should take charge of the
investigation, seeking advice from the CDAO, and chief pharmacist/head of
medicines management as appropriate. The LCFS should also maintain
contact with the police on the progress of their investigation. Annex C
provides further information on the key responsibilities of staff, organisation
management, and LCFS in an investigation.

The LCFS is trained and accredited to undertake investigations involving theft
and fraud respectively, to a level whereby they can prepare statements and
present evidence in court. The police are primarily responsible for
investigating the criminal aspects of theft. Fraud is investigated by LCFSs with
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recourse to police powers where necessary. However LCFSs must carry out
investigations according to guidance given in the relevant manual®®.

All incidents involving lost/missing/stolen prescription forms, irrespective of
whether the police are pursing sanctions against the offender, should be
reported to those in charge of security or nominated equivalent (where
applicable) as appropriate.

Theft of prescription forms should always be investigated, so that necessary
information and evidence can be identified and provided to police where
appropriate in an attempt to recover that loss, whether through criminal courts,
by way of compensation, or by seeking redress through the civil courts.

Post incident review

7.9

The key to effective preventative action is an honest objective appraisal and
understanding of how and why incidents occur and the ability to learn from
that understanding. Where applicable, the designated person, the CDAO,
and, depending on the circumstances, the LCFS should be involved in this
review. This in-depth review requires an analysis of the incident, and the
following various processes/issues should be considered:

= Avreview of the incident: This could be a fraud, theft, forgery, misuse,
loss or misplacement of prescription forms. Weaknesses or failures that
have allowed the incident to occur should be examined — e.g. the policy
for locking the forms away securely was not adhered to by staff or the
alarm was not functioning. This process should identify lessons learnt
and appropriate action to be taken by the organisation to avert or better
manage similar situations.

= The severity of the incident: This refers to the impact the incident has
on individuals involved, the organisation and the local health economy.
Theft and misuse of prescriptions, as well as depriving the NHS of
resources that would otherwise be used for patient care, can also have
an impact on the delivery of healthcare. The local health economy may
be affected if individuals who have obtained non prescribed medicines,
such as CDs, using stolen prescriptions require medical attention.

= The loss to the organisation: In terms of human and financial cost, this
can vary greatly. An incident involving a burglary could have an impact
on business continuity if security is compromised following a break-in. If
staff are directly affected by such an incident (e.g. they were present at

'® The NHS counter fraud manual (which is available on the NHSCFA extranet) provides guidance to
LCFSs on conducting investigations into fraud.
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the time and violence was used), they may feel unable to continue to
work in the short or long term, resulting in direct retention and
recruitment costs to the organisation.

The scale of the impact on the NHS: This involves assessing how far-
reaching the repercussions of the incident are as well as assessing the
severity of the incident. If the incident involved a large-scale fraud, theft
or loss of prescriptions, this could amount to a loss of millions of pounds
for the NHS and affect the timely distribution of the forms to many
practices.

The clinical impact: There may be a clinical incident as a result of an
individual ingesting medicines that were illegitimately obtained using
stolen prescriptions.

The actions of staff: Individuals and/or staff groups involved and their
actions may have had impact on or contributed to the incident. It is
important to assess whether staff were aware of procedures and
systems in place to protect against the theft or loss of prescription forms,
and whether they knew if these policies were adequate. A lack of
knowledge may indicate training needs — for instance, all staff to be
made aware of the security of prescription forms during their induction
programme. Some staff may be more at risk due to the nature of their
work — e.g. mobile staff working in the community. Staff involvement will
also provide first-hand information about the incident, thus staff input will
help develop appropriate preventative measures.

A review of all measures in place to secure prescription forms: this
may, include physical and procedural measures. Policies, procedures,
systems and technology used for security should be reviewed for any
weaknesses or failures that have allowed an incident to occur.

A risk measurement exercise: This should identify areas of potential
risk or trends so that preventative measures can be developed and
implemented in advance.

It is good practice to undertake a review of security measures in place
following an incident where a security breach or weakness has been
identified. It is also important that regular reviews of prescription
administration and use by staff are undertaken.
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Annex A — Glossary of acronyms

CCG Clinical Commissioning Group

CD Controlled Drugs

CDAO Controlled Drugs Accountable Officer

CN Community Nurse

CPS Crown Prosecution Service

DH Department of Health

EPS Electronic Prescription Service

GP General Practitioner

GPhC General Pharmaceutical Council

LA Local Authority

LCFS Local Counter Fraud Specialist

NHSBSA NHS Business Services Authority

NHSBSA PS NHS I3.u§iness Sgrvices Authority
Prescription Services

NHSCFA NHS Counter Fraud Authority

OOH Out-of-Hours service

PCT Primary Care Trust

PCSE Primary Care Support England

SOP Standard Operating Procedure
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Annex B — Incident response table

Nature of incident Who should be contacted?

There is a discrepancy in prescription Contact supplier

forms ordered and received. >
Ask the driver to remain on site while

the supplier is contacted.

If, following enquiries with the supplier, Notify the designated person with
the discrepancy in prescription forms overall responsibility for

ordered and received cannot be prescription forms at the

accounted for, and forms are still missing. | organisation, the CDAO, LCFS and
> police as required. Report the matter

using the organisation’s incident
reporting system.

An alert/warning may be circulated
locally and/or regionally. If fraud is
suspected, details of the incident must
be reported to the NHSCFA.

If prescription forms are lost through Notify the designated person with
negligence or by accident. - overall responsibility for
prescription forms at the
organisation, the CDAO, LCFS and
police as required. Report the matter
using the organisation’s incident
reporting system

An alert/warning may be circulated
locally and/or regionally. If fraud is
suspected, details of the incident must
be reported to the NHSCFA.
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If prescription forms are stolen. >

Contact the police and report the
matter using the organisation’s
incident reporting system. Notify the
CDAO, LCFS and those responsible
for security.

An alert/warning may be circulated
locally and/or regionally. If fraud is
suspected, details of the incident must
be reported to the NHSCFA.

If it is suspected that a presented

prescription form is forged or counterfeit.

9

Check with Prescriber then, if
appropriate, notify the CDAO, LCFS,
police and report to the NHSCFA via
the NHS Fraud & Corruption
Reporting Line 0800 028 40 60 or
online at
https://cfa.nhs.uk/reportfraud.

If it is suspected that prescription forms
are being misused. >

Check with Prescriber then, if
appropriate, notify the CDAO, LCFS,
police and report to the NHSCFA via
the NHS Fraud & Corruption
Reporting Line 0800 028 40 60 or
online at

https://cfa.nhs.uk/reportfraud.
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Annex C — Key responsibilities in incident

Investigation

Individual
identifying loss of
forms

(e.g. Prescriber,

Manager, person
taking receipt of

delivery)

Follow local procedures and guidance for the
immediate reporting of incident.

Provide details of the number of prescription forms
stolen, their serial numbers, and where and when
they were stolen. Prescribers should follow local
instructions following the loss or theft of prescription
forms — this may include writing and signing
prescription forms in a particular colour for a period of
two months.

Organisation

Ensure matter is reported immediately to the
supplier/PSCE/police/CDAO/LCFS/those responsible
for security as appropriate.

If fraud is suspected, details of the incident must be
reported to the NHSCFA.

Ensure a local incident form has been completed.
Following the reported loss of a prescription form, the
organisation will normally inform a prescriber to write
and sign all prescriptions in a particular colour
(normally red) for a period of two months.

The organisation will inform all pharmacies in their
area and adjacent CCGs/PCSE/NHS England local
area teams of the name and address of the
prescriber concerned, the approximate number of
prescription forms stolen and the period within which
the prescriber will write in a specific colour. This will
normally be put in writing within 24 hours with the
exception of weekends.

In consultation with the LCFS, the organisation
should take necessary action to minimise the abuse
of the forms taken.

Local Counter
Fraud Specialist

Ensure matter has been reported to the police and
determine action taken. Ensure incident form has
been completed on organisation’s incident reporting
system.

Liaise with and inform relevant staff such as the chief
pharmacist, medicines management team, director of
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clinical services and the nurse prescribing lead. This
list is not exhaustive and the LCFS or nominated
equivalent should inform all the appropriate staff.

Investigate cases of suspected
FRAUD/BRIBERY/CORRUPTION using appropriate
powers where applicable.

Report investigations to the director of finance.

Report to NHSCFA all cases of suspected
FRAUD/BRIBERY/CORRUPTION.

Where the director of finance believes
FRAUD/BRIBERY/CORRUPTION to be present a
full report should be sent to the audit committee,
internal and external audit.

Liaise/notify the organisation’s security specialist or
nominated equivalent as required.
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Annex D —Instructions for completion of a
suggested prescription form register

1. Computer/handwritten prescriptions

1.1

1.2.

1.3.
1.4

1.5.

1.6.

1.7.
1.8.

1.9.

1.10.

1.11.

1.12.

1.13.

A separate page should be used for each prescriber whose name appears on
the prescription and prescriber details should be recorded at the top of the
page. Sample sheets for computer/handwritten prescriptions available at
annex E.

Date ordered — Date the new prescriptions were ordered by the nominated
person with this responsibility.

Ordered by (initials) — Initials of the person who placed the order.

Method of order — Indicate if the order was placed by fax, phone call or
through an electronic spreadsheet.

Amount ordered (including order no.) — Number of prescriptions ordered
including the order number of this particular order.

Date received — Date the delivery arrived at the organisation/premises and
was placed in the lockable prescription store.

Amount received — Total number of prescriptions received.

Received by (initials) — Initials of the person who received the delivery of the
prescription forms.

Serial numbers — The first and last serial number of each pad should be
recorded.

Stored by (initials) — Initials of the person who placed the prescriptions in the
store and who completed the register.

Date taken for use — Date the pad was removed from the store for use by the
prescriber, the GP's computer terminal, the repeat prescription terminal or, in
the case of a handwritten pad, locums.

Taken by (initials) — Initials of the person removing the prescription pad from
the store.

Given to: (prescriber/location/locum) — The location where the pad will be
used or the name of the prescriber, e.g. clinic, repeat prescription terminal or
prescriber name. If the pad is for use by locums, record 'locum’ and transfer

the details of the serial numbers to the locum sheet.
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2. Locum sheet

2.1.

2.2.

2.3.

2.4.
2.5.

2.6.

2.7.

2.8.

2.9.

Only one working pad should be kept for use by locums. Complete the details
of the GP whose pad is being used and the serial numbers of that pad at the
top of the sheet. See annex H for sample sheets for use by locums.

Date of use — Date the locum is in the practice.

Taken by (initials) — Initials of the person removing the prescription pad from
the store.

Given to: (GP locum name) — Record the name of the locum GP.

Session — The session for which the locum is in the practice, e.g. morning or
afternoon.

Name of practitioner on form — Record the name of the GP whose details
appear on the prescription form, i.e. the GP whom the locum is filling in for.

Number of prescriptions — Number of prescriptions given to the locum for
use during that session.

Serial numbers — List the serial numbers of the prescriptions given to the
locum (first and last numbers in sequence).

Serial numbers returned — Record the serial number of prescriptions
returned at the end of the session. Returned prescriptions can be re-issued to
other locums or the same locum for use during another session.

OFFICIAL

41



OFFICIAL

Annex E — Examples of good practice already in use by organisations

Prescription log sheet Computer prescriptions Prescriber

Date Ordered Method Amount Date Amount Received by | Serial numbers Stored by Date Taken by Given to:
ordered Dby (initials) |of order |ordered received | received (initials) (ELS)) taken | (initials) prescriber/

(including for use location
order no.)
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Prescription log sheet Handwritten prescriptions Prescriber

Date Ordered Method | Amount Date Amount
ordered by (initials) of order ordered received received
(including
order no.)

Received Serial numbers Stored by Date

Taken by Given to:
by (initials) (initials) taken |(initials) (prescriber/
for use

locum)
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Prescription log sheet Locum handwritten prescriptions Dr Locum...................

Date of Taken by: Given to: Session details Name of Number of Serial numbers issued Serial numbers returned
use (initials) (GP locum name) practitioner on prescriptions

form
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Annex F — Process for registering for
access to order forms*’

Xerox (UK) Ltd will require confirmation that all
organisations have been authorised by their NHS
or local authority commissioner.

1. Organisations must contact Xerox (UK) Ltd to obtain a template to confirm
user, delivery, invoicing and access rights details so they can be registered
on the Xerox system. Users must be registered before any forms can be
ordered by them.

2. Atleast one user must be identified as a “Reports User” as only they will be
allowed to add or change user and delivery details. The remaining users will
only be allowed to place orders.

3.  Users who are entitled to order secure prescription forms should be
annotated as requiring “Secure Catalogue Access” on the Xerox registration
template.

4. Itis acknowledged that the “Reports User” may not actually order forms but
they should hold a position of authority where they have sufficient
responsibility and autonomy to make these decisions.

5. The completed templates should then be sent to nhsorders@xerox.com

6. Xerox (UK) Ltd or the NHS Contract Management Team may subsequently
contact the Commissioning or Provider organisation if anything needs to be
clarified as part of the verification process.

7. When the users have been registered on the Xerox system, Xerox (UK) Ltd
will email each user providing a link to the ordering web site and details of the
next steps.

Transitional arrangements — important information

Y This is an extract from ‘NHS and LA Reforms Factsheet' 1 March 2013 v1.0. For the latest
version, please see

http://www.nhsbsa.nhs.uk/PrescriptionServices/Documents/PrescriptionServices/NHS Reforms_factsheet 1 v
1.0.pdf
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Where prescribers use their IT systems to print details on the prescriptions they
need to ensure they comply with the requirements for overprinting of NHS
prescription forms. The overprint specifications can be found at
www.nhsbsa.nhs.uk/PrescriptionServices/938.aspx

Pre-printed personalised prescription forms used by certain groups as listed below
will need to be reordered with the relevant new organisational codes for each
prescriber, supplies of old form should be destroyed securely.

= community nurses with the identifier CN

= Where a cost centre is set up with a new code, or

= where the transfer of the service leads to a different phone number or
address.

The organisation responsible for ordering NHS prescription forms must also inform
NHS Prescription Services about prescribers and their cost centres.
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Annex G — Useful contacts

NHS Counter Fraud Authority
Fourth Floor, Skipton House,
80 London Road,

London, SE1 6LH

Telephone: 020 7895 4500

Email: prevention@nhscfa.gsi.gov.uk

Web: https://cfa.nhs.uk/

NHS Fraud and Corruption Reporting Line
Tel: 0800 028 40 60
Online: https://cfa.nhs.uk/reportfraud

NHS Print Contract Management Team

Julie Hickling

Email: juliehickling@nhs.net
Prescription Form Suppliers
Xerox (UK) Ltd

Customer service
Telephone: 0300 123 0849

Email: For any queries relating to orders placed or deliveries email nhsorders@Xerox.com

For any queries relating to invoices please contact NHSAR@ Xerox.com

Primary Care Support England (PCSE)

pcse.enquiries@nhs.net

Telephone: 0333 014 2884
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